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Taokeaways p

CKKS is now the leading scheme in today's market. This has
changed since last year's survey, where TFHE was #1, and is
a reflection of CKKS's strengths when working with machine
learning applications.

The top commercial use cases have also changed from last
year's survey, and are:

a. Cross-organizational / cross-border collaboration
b. “Private LLMs," aka Small Language Models

c. Biometric authentication and facial recognition
d. Smart contracts

And finally, most respondents continue to believe FHE
adoption will be achieved through a combination of
hardware and software.



#1- Which FHE schemes are you currently working with ,

CKKS is now the leading FHE
scheme. This has changed since
last year's survey, where TFHE
was #1, and is a reflection of
CKKS's strengths when working
with machine learning
applications.

CKKS excels at approximate
arithmetic on real numbers for
machine learning applications,
while TFHE specializes in
boolean operations with efficient
bootstrapping. LA

CKKS 69%

TFHE 49%

BGV 36%

FHEW 18%

BFV 33%

GSW 5%



#2 - Which industry sectors will be the first

to adopt FHE-based cloud solutions?

Distributed Computing, Blockchain 69%
Healthcare 51%
Financial Services 46%
Defense and Military 44%
Al 39%
Government and Airports 12%



#3 - What do you see asFHE's

leading commercial use cases?

Cross-organizational / cross-border collaboration

"Private LLMSs," aka Small Language Models

Biometric authentication and facial recognition 36%

Smart contracts 36%

Private RAG 28%

Credit scoring

Genetic testing and analysis 23%

Provably honest elections 13%



#4 - Which FHE libraries are you working with? 4

OpenFHE 51%

Lattigo 21%

A proprietary library 15%

HELib 8%

Poulpy 5%

OpenFHE continues to dominate
the market, followed by TFHE-rs.

19% of respondents are using
proprietary libraries, such as
Lattica's. Our implementation of
BGV and CKKS is designed for
seamless integration with deep
learning pipelines, so that
developers can leverage FHE
without navigating the
complexities of cryptographic
parameter tuning.



A
#o - When do you expect purpose-built FHE acceleration chips to

be uniquely advantageous for production-scale deployments”?

Most respondents believe
FPGAs and ASICs will start
making a difference in 3-5 11%

years.

Llil 3-5 years 44%

A

Already
necessary

13% /

13%



#6 - Which do you believe will be the primary

driver of widespread FHE adoption?

Software/algorithmic improvements 23%

A combination of hardware and software 59%

Major hardware acceleration improvements 13%

‘ f\ Most respondents continue to believe the future is about hardware-software collaboration,
where startups and research groups work together to optimize FHE performance.



#/ - Which other privacy technologies are you using? ,

Zero-Knowledge
Proofs (ZKP)

04%

Multi-Party

Computation
(MPC)

49%

3

Differential
Privacy (DP)

26%

ZKP is often combined with FHE to add verifiability and
proof that ciphertexts are well formed, or that the final
decrypted output is correct.

MPC is combined with FHE due to their complementary
strengths: MPC splits trust across multiple parties and
supports joint key ownership, while FHE computes on
encrypted data without interaction, which also cuts the
communication bottlenecks of pure MPC., L
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Trusted
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Environments L i
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23% 18%




How many FHE PhDs does it take
28% to change a lightbulb? 23%

NONE. The lightbulb is b y In theory: ONE.
already encrypted, and changing | / In practice, it's still
it would leak information. | d benchmarking.
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Lattica's 2™° FHE Landscape Survey

Industry

8%
Al / ML 31%

Academia —

Survey Participants

9%

Education
39% PhD
41% Master’s degree

10%
Chip
Manufacturing

\ 20%

15%

11
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